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ADDITIONAL ANS SOFTWARE LIFECYCLE OBJECTIVES

0 Introduction

The purpose of this chapter is to list objectives, per SWAL, that do not belong to ISO/IEC 12207, but have been added due to:

· The analysis of other standards more safety oriented (ED109/DO278, DO 178B/ED 12B and IEC 61508), 

· ATM particularities (some are included in ED109/DO278), 

· Omissions by existing standards.

These additional life cycle processes consist of:

1) Software development Environment

1) Definition

2) Programming language

3) Compiler considerations

2) COTS

1) COTS plans;

2) COTS Transition criteria;

3) COT Plan consistency;

4) COTS requirement coverage;

5) COTS Lifecycle data;

6) COTS Derived requirements;

7) COTS HW compatibility;

8) COTS Configuration Management;

9) COTS Problem Reporting;

10) COTS Incorporation;

11) COTS Configuration Management Archiving;

12) Tool qualification (Out of scope of these recommendations)

1) Qualification criteria for software development tools

2) Qualification criteria for software verification tools

4) Service Experience

1 software development environment

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	7.1.1
	Definition
	A suitable set of development tools should be selected for the allocated Assurance Level.
	
	
	
	
	SSF

Part I

	7.1.2
	Programming Languages
	Suitable programming languages should be selected for the allocated Assurance Level.
	
	
	
	
	SSF

Part VII

	7.1.3
	Compiler Considerations
	Compilers features (optimisations, limitations, ..) should be defined.
	
	
	
	
	SSF

Part I


2 COTS

COTS definition (ANS SW Lifecycle Part I chapter 5 § 3.1) 

COTS software encompasses a wide range of software, including purchased software, Non-Developmental Items (NDI), and software previously developed without consideration of ED-109.  The term “Previously Developed Software” is also used for such software.  This software may or may not have been approved through other “approval processes.”  Partial data or no data may be available as evidence of objectives of ANS developmental process.  For the rest of this section, all such software is referred to as COTS for the sake of brevity.  This terminology was selected because of the usual use of the term “COTS” within the “ground” ANS community.

Examples of COTS are operating systems, real-time kernels, graphical user interfaces, communication and telecommunication protocols, language run-time libraries, mathematical and low-level bit routines, and string manipulation routines.  COTS software can be purchased apart from or in conjunction with COTS hardware, such as workstations, mainframes, communication and network equipment, or hardware items  (e.g., memory, storage, I/O devices). There also may be some instances where the use of COTS software is impractical to avoid, e.g., library code associated with certain compilers.

COTS deliverables vary by the contract with the COTS supplier. They may extend from license rights, executable code, user documentation, and training to the full set of COTS lifecycle data, including the source code resulting from the COTS development. COTS information disclosure relates to cost, protection of intellectual properties, and legal questions (e.g., ownership of the software, patents, liability, and documentation responsibility). These aspects are beyond the scope of this guidance material, which addresses only those aspects that are specific to software assurance.

Development processes used by COTS suppliers and procurement processes applied by acquirers may not be equivalent to recommended processes, and may not be fully consistent with the guidance of this document. The use of COTS may mean that alternate methods are used to gain assurance that the appropriate objectives are satisfied.  These methods include, but are not limited to, product service experience, prior assurance, process recognition, reverse engineering, restriction of functionality, formal methods, and audits and inspections. Data may also be combined from more than one method to gain assurance data that the objectives are satisfied.
In cases where sufficient data is not available to satisfy the objectives, this section may be used as guidance with agreement from the appropriate Approval Authority.

	Obj

N°
	ALs 

Objectives

Title/Topic
	OBJECTIVES
	SWAL
	Output

	
	
	
	1
	2
	3
	4
	

	
	
	
	
	
	
	
	

	7.2.1
	COTS Plans
	Acquisition, verification, configuration management, quality assurance plans are defined
	N/A
	
	
	
	SSF

Part VII

	7.2.2
	COTS Transition Criteria
	Transition criteria are defined (according to the  relationships between COTS processes and appropriate CNS/ ATM lifecycle processes): only for AL2 & AL3
	N/A
	
	
	
	SSF

Part VII

	7.2.3
	COTS Plans Consistency
	COTS plans are consistent with ANS SW plans (plans for acquisition, evaluation, integration …processes are consistent with ANS SW plans): only for AL2 & AL3
	N/A
	
	
	
	SSF

Part VII

	7.2.4
	COTS Requirements Coverage
	ANS SW requirements coverage achieved by the COTS is determined
	N/A
	
	
	
	SSF

Part VII

	7.2.5
	COTS Lifecycle data
	Life cycle data availability is determined in accordance with SWAL (extent of life cycle data that are available for assurance purposes)
	N/A
	
	
	
	SSF

Part VII

	7.2.6
	COTS Derived Requirements
	Derived requirements are defined (requirements imposed on the ANS system due to the usage of COTS or requirements to prevent the unneeded functions of the COTS from affecting the ANS system)
	N/A
	
	
	
	SSF

Part VII

	7.2.7
	COTS HW Compatibility
	Compatibility of COTS with target computers is determined
	N/A
	
	
	
	SSF

Part VII

	7.2.8
	COTS Configuration Management: Identification
	COTS configuration and data items are identified.
	N/A
	
	
	
	SSF

Part VII

	7.2.9
	COTS Problem Reporting
	COTS problem reporting is established.
	N/A
	
	
	
	SSF

Part VII

	7.2.10
	COTS Incorporation
	Incorporation of COTS release is controlled.
	N/A
	
	
	
	SSF

Part VII

	7.2.11
	COTS Configuration Management: Archiving
	COTS configuration and data items are archived.
	N/A
	
	
	
	SSF

Part VII


Note: COTS (as defined here above and more extensively in ANS SW Lifecycle Part I chapter 5 § 3.1) usage is not accepted for software having to satisfy a SWAL1.

3 TOOL QUALIFICATION

Qualification of a tool is needed when processes of these recommended guidelines are eliminated, reduced or automated by the use of a software tool without its output being verified as specified in Verification Process. The use of software tools to automate activities of the software life cycle processes can help satisfy system safety objectives insofar as they can enforce conformance with software development standards and use automatic checks.

The objective of the tool qualification process is to ensure that the tool provides confidence at least equivalent to that of the process(es) eliminated, reduced or automated.

If partitioning of tool functions can be demonstrated, only those functions that are used to eliminate, reduce, or automate software life cycle process activities, and whose outputs are not verified, need be qualified.

Only deterministic tools may be qualified, that is, tools which produce the same output for the same input data when operating in the same environment.  The tool qualification process may be applied either to a single tool or to a collection of tools.

Software tools can be classified as one of two types:

· Software development tools: Tools whose output is part of product software and thus can introduce errors.  For example, a tool, which generates Source Code directly from requirements, would have to be qualified if the generated Source Code is not verified as specified in Verification Process.

· Software verification tools: Tools that cannot introduce errors, but may fail to detect them.  For example, a static analyser, that automates a software verification process activity, should be qualified if the function that it performs is not verified by another activity.  Type checkers, analysis tools and test tools are other examples.

However, tool qualification is no more considered as to be developed in this document due to new framework (involving EASA and EUROCONTROL Regulatory Committee) that will address this topic, which has institutional aspects. Consequently, tool qualification is considered as beyond the scope of this document and generally speaking beyond the scope of the EATMP Safety Assessment Methodology.

4. SERVICE EXPERIENCE

Use of service experience data for assurance credit is predicated upon two factors: sufficiency and relevance.  Sufficient service experience data may be available through the typical practice of running new ANS systems in parallel with operational systems in the operational environment, long duration of simulation of new ANS systems, and multiple shadow operations executing in parallel at many locations.  Relevant service experience data may be available for ANS systems from reuse of COTS software from in-service ANS Systems, or ANS system verification and pre-operational activities.  For COTS software with no precedence in ANS applications, many processes may be used to collect service experience; examples include the validation process, the operator training process, the system qualification testing, the system operational evaluation, and field demonstrations.

The following applies for accumulation of service experience: 

a) The use, conditions of use, and results of COTS service experience should be defined, assessed by the safety assessment process, and submitted to the appropriate Approval Authority.

b) The COTS operating environment during service experience time should be assessed to show relevance to the intended use in ANS.  If the COTS operating environment of the existing and intended applications differ, additional verification should be performed to ensure that the COTS application and the ANS applications will operate as intended in the target environment. It should be assured that COTS capabilities to be used are exercised in all operational modes. Analysis should also be performed to assure that relevant permutations of input data are executed.  

c) Any changes made to COTS during service experience time should be analysed.  An analysis should be conducted to determine whether the changes made to COTS alter the applicability of the service experience data for the period preceding the changes. 

d) All in-service problems should be evaluated for their potential adverse effect on ANS system operation.  Any problem during service experience time, where COTS implication is established and whose resulting effect on ANS operations is not consistent with the safety assessment, should be recorded.  Any such problem should be considered a failure.  A failure invalidates the use of related service experience data for the period of service experience time preceding the correction of that problem. 

e) COTS capabilities which are not necessary to meet ANS requirements should be shown to provide no adverse effect on ANS operations.

f) Service experience time should be the accumulated in-service hours. The number of copies in service should be taken into account to calculate service experience time, provided each copy and associated operating environment are shown to be relevant, and that a single copy accounts for a certain pre-negotiated percentage of the total.  

Note: The text here after is added as a note in ED109, which make it informative and not normative. However, putting this text as informative in ED109 was the result of a consensus with airworthiness experts.  EATMP Software Task Force has decided to put it as normative.

Available COTS data may not be able to demonstrate satisfaction of all of the verification objectives described in this document.  For example, high-level requirements testing for both robustness and normal operation may be demonstrated for COTS but the same tests for low-level requirements may not be accomplished.  The use of service experience may be proposed to demonstrate satisfaction of these verification objectives for COTS.  The amount of service experience to be used is selected based on engineering judgement and experience with the operation of ANS systems. The results of software reliability models cannot be used to justify service experience time.  A possible approach for different assurance levels is provided below:

(1) Cannot be applied for SWAL1.
(2) A minimum of one year (8,760 hours) of service experience with no failure for SWAL2.
(3) A minimum of six months (4,380 hours) of service experience with no failure for SWAL3. 
(4) SWAL4 objectives are typically satisfied without a need for alternate methods.
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